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Abstract: Multilevel Security (MLS) is a layered approach designed to protect data from unauthorized access, 

ensuring confidentiality, integrity, and robustness against diverse threats. Several surveys have explored 

multilevel security techniques typically combining cryptography and steganography but most remain largely 

theoretical and lack comprehensive experimental validation. In addition, many existing reviews overlook critical 

parameters such as resistance to noise attacks, robustness, execution time, and practical implementation. These 

gaps are particularly concerning in sensitive domains like medical image protection, where both confidentiality 

and diagnostic fidelity must be preserved. To address these issues, this study systematically evaluates multilevel 

security approaches across multiple metrics, including qualitative and quantitative analysis, robustness, and 

computational efficiency, while offering comparative insights across different methods. The findings reveal that 

multilevel security frameworks strengthen protection overall, yet no single mechanism consistently outperforms 

others across all evaluation criteria, underscoring the need for adaptive and hybrid strategies. 
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1. Introduction 

 

In the modern era of rapid advancements in communication and computing technologies, internet usage 

has expanded significantly, transforming personal and professional interaction over open networks. The 

transmission of data/images across such channels increased the risk of unauthorized access, potential 

threats that result in time loss, resources, and finances. To counter these risks, early approaches relied 

on single-layer security mechanisms. Although these methods provided a certain level of protection, 

their reliance on a single line of defense made them relatively easy to breach. Moreover, these 

approaches also exhibited several limitations, including vulnerability to cryptanalysis, lack of 

robustness against non-cryptographic attacks, high latency and resource consumption and the inherent 

weakness of relying on just one defensive barrier. These weaknesses highlighted the inadequacy of a 

single line of defense, thereby motivating the shift towards multilayer security mechanisms, which 

integrate complementary techniques to strengthen confidentiality, integrity, and resilience against 

diverse threats, thus strongly protecting digital data against various attacks, especially in sensitive 

domains such as medical imaging. Many existing surveys of MLS show that combining cryptography 

(for strong confidentiality and integrity guarantees) with steganography (for covert transmission and 

added secrecy) yields stronger protection than either approach alone.  To assess the effectiveness of 

MLS systems, the four key parameters are commonly evaluated, which are given below: 

Qualitative Security Analysis (QSA): Visual inspection is commonly employed to identify perceptual 

differences between the original image and the stego-image. Although this method is subjective, it 

remains an essential step because it helps detect noticeable distortions that may expose the presence of 

hidden information to human observers.  
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Quantitative Security Analysis (QnSA): These metrics are employed to objectively evaluate 

imperceptibility, similarity, and randomness in encrypted or stego-images. To further assess the 

efficiency and security of images, several objective metrics are commonly employed, including 

Correlation Coefficient (CC), Peak Signal to Noise Ratio (PSNR), Embedding Capacity, Universal 

Image Quality Index (UIQI), Structural Similarity Index Metric (SSIM), Robustness, Number of Pixel 

Change Rate (NPCR) and Entropy.  

Robustness Analysis (RA): This refers to the capability of a secured image to resist distortions and 

intentional attacks while preserving both image quality and data integrity. In an MLS scheme, a robust 

system ensures that hidden information remains recoverable or encrypted images remain decryptable 

even after manipulations. Different attacks used to evaluate robustness include quantitative analysis, 

noise attacks (Gaussian, salt-and-pepper), and geometrical attacks (cropping, rotation). The robust MLS 

mechanism thus effectively withstands these challenges, ensuring reliable protection with minimal 

quality loss.  

Computational Efficiency (CE): It reflects the computational resources required for processes such as 

encryption, embedding, extraction, and related pre- or post-processing steps.  

This paper presents an experimental survey of MLS mechanisms using the above-explained 

evaluation parameters. Unlike most existing reviews that remain theoretical or offer limited validation, 

overlooking practical evaluation factors such as qualitative analysis, quantitative analysis, noise attacks 

and runtime performance, this paper addresses those gaps systematically, which assess MLS schemes 

using these evaluation parameters.  

The rest of the paper is organized as follows: Section 2 gives the literature about the other survey papers 

that have worked on the above-mentioned security parameters. Section 3 provides the details of 

technologies used by these multilevel techniques to provide security. The details of the simulation setup 

parameters are given in Section 4, followed by Section 5, which discusses results and overall 

conclusions.  

 

2. Literature Survey 

 
Table 2 given below summarizes the literature survey and research works that have investigated security 

mechanisms on image protection. The comparison highlights whether the studies were theoretical (T) 

or experimental (E), the number of techniques analyzed, and the extent to which core security properties 

confidentiality, integrity, and imperceptibility were addressed. In addition, the table identifies whether 

robustness against practical attacks such as noise, geometric transformations, or occlusion was 

considered. 

From the comparison, it can be observed that a majority of the earlier works are theoretical in 

nature (Taha et al., 2019; Almuhammadi & Al-Shaaby, 2017; Joseph Raphael & Sundaram, 2010; Baby 

& Krishnan, 2017; Jan et al., 2021; Patil et al., 2021; Mustafa et al., 2019; Wajgade & Kumar, 2013; 

Rahmani et al., 2014), focusing primarily on conceptual discussions without practical validation. Only 

a smaller subset (Chaudhary et al., 2015; Joseph Raphael & Sundaram, 2010; Bansal et al., 2016) carried 

out experimental evaluations, often with a limited number of techniques. 

With respect to the security parameters, imperceptibility, a critical factor in multimedia 

applications, was less consistently emphasized. More importantly, robustness against attacks (noise, 

geometric distortions, or occlusion) is absent across most surveys, leaving a gap in practical assessment. 

This gap justifies the need for systematic, experimental evaluations as presented in this paper, which 

consider both qualitative and quantitative parameters under realistic attack conditions. No one discussed 

computational efficiency. 
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Table 1: Literature Survey 

Reference 

 

Comparison 

Type (T/E) 

No. of 

Tech. 

Compared 

 

QnS

A 

 

QSA 

 

RA 

 

 

CE 

Taha et al., 2019 T 22 N N N N 

Almuhammadi & Al-

Shaaby, 2017 

T 19 Y Y N N 

Chaudhary et al., 2015 E 5 Y Y N N 

Joseph Raphael & 

Sundaram, 2010 

T 19 Y N N N 

Maryoosh et al., 2021 E 12 N N N N 

Baby & Krishnan, 2017 T 9 N N N N 

Jan et al., 2021 T 26 P Y N N 

Patil et al., 2021 T - N N N N 

Bansal et al., 2016 E 4 Y Y N N 

Mustafa et al., 2019 T 10 P N N N 

Wajgade & Kumar, 

2013 

T - N N N N 

Rahmani et al., 2014 T 19 N N N N 
Where T represents Theoretical, E represents Experimental, N represents No, Y represents Yes, P represents 

Partial. 

 

3. Available Multilevel Security Mechanisms 

Various research works have combined steganography, cryptography, and compression to enhance 

secure data hiding, forming a multi-level protection framework, which has been illustrated in Figure 2 

and Table 2 given below. Figure 2 given below shows a secure image hiding system that combines 

compression, encryption, and steganography to hide a text or image securely within another image to 

produce a stego-crypto image. The process begins with the hiding of an image or data, where 

compression is done to minimize data size, followed by encryption of the compressed data with a secret 

key, which secures access to the data. Finally, steganography embeds the encrypted data within a cover 

image to protect it from visibility or detection by a third party. The resultant stego-crypto image after 

applying the multilevel security mechanism looks like a normal image. This approach enhances both 

data security and confidentiality, imperceptibility, and robustness, making it suitable for secure 

communication and data protection through open channels. 

 

 

 

 

 

 

 

 

 

 

Figure 1: Block Diagram of Multi-Level Security 
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Table 2a represents the abbreviation table and Table 2 b shows the comparative overview of various 

research works that combine steganography, cryptography, and compression for secure data hiding. 

Each row represents a different reference, outlining which techniques were used in each of the three 

domains. In steganography, spatial domain techniques such as LSB and its variants (e.g., pseudorandom 

LSB and pixel selection) are widely used for simplicity and imperceptibility, while frequency domain 

methods like DWT, DCT, and BPCS, along with improved BPCS (IBPCS), offer greater robustness 

and invisibility. On the cryptography side, traditional algorithms such as DES, AES, RSA, RC4, and 

the Vigenère cipher are commonly applied, while chaos-based approaches (e.g., Logistic Map) 

introduce unpredictability, and more advanced schemes such as quantum cryptography and visual 

cryptography provide emerging alternatives. Compression, mainly through Huffman coding, is often 

integrated to reduce data size before or after encryption and embedding, ensuring storage efficiency and 

quality preservation. Together, these techniques define a secure image hiding process where the original 

message (text or image) is first compressed, then encrypted with a chosen cryptographic scheme, and 

finally embedded into a cover image using spatial, frequency, or hybrid steganography methods. A 

proposed security mechanism should have all the features given above.  
 

Table 2a: Abbreviation table 

AES 

 

Advanced Encryption Standard 

 BPCS 

 

Bit Plane Complexity Segmentation 

 CNN 

 

Convolutional Neural Network 

 DCT 

 

Discrete Cosine Transform 

DES 

 

Data Encryption Standard 

DWT 

 

Discrete Wavelet Transform 

 DWT-2L 

 

Discrete Wavelet Transform – Two Level 

 DWT-IL Discrete Wavelet Transform – Integer Lifting 

IBPCS 

 

Improved Bit Plane Complexity Segmentation 

 
LSB 

 

Least Significant Bit 

 RC4 

 

Rivest Cipher 4 

 RSA 

 

Rivest–Shamir–Adleman 

 SVD Singular Value Decomposition 

 

Table 2b: Available Multilevel Security Mechanisms 

Reference Steganography / 

Watermarking 

Technique 

Cryptography 

Technique 

Compression / 

Additional Technique 

Nivedhitha et al., 

2012 

LSB DES – 

Gupta et al., 2012 LSB RSA / Diffie-Hellman – 

Nain et al., 2013 Pseudorandom LSB RC4 – 

Dhall et al., 2016 Pseudorandom LSB Vigenère Cipher Huffman Compression 

Tayal et al., 2016 DWT + BPCS Logistic Map – 

Tayal et al., 2017 IBPCS Hierarchical Encryption Huffman Compression 

Bansal et al., 2018 IBPCS Chaos-Based Encryption Huffman Compression 

Banharnsakun, 2018 ABC – – 

Elhoseny et al., 2018 DWT-1L / DWT-2L RSA + AES – 

Bal et al., 2021 LSB Watermarking Symmetric Key – 



 

J. C. Bose Journal of Engineering, Technology and Sciences                                                                               

Vol. 2, Issue No. 1, October 2026 
 

©2026 JCBJETS                                                                                                                                  5 

 

Cryptography 

Jain et al., 2018 DCT Steganography Visual Cryptography – 

Rawat et al., 2018 IBPCS Chaotic-Based 

Hierarchical Encryption 

Huffman Compression 

Tauhid et al., 2019 DCT + LSB AES – 

Jain et al., 2019 DWT Hierarchical Visual 

Encryption 

Huffman Compression 

Paul et al., 2020 LSB (Pixel 

Selection) 

AES – 

Dhall & Gupta, 2021 IBPCS + LWT 

Watermarking 

Quantum Scrambling 

Encryption 

Huffman Compression 

Islam et al., 2014 LSB Steganography 

(Status Bits) 

Visual Encryption Huffman Compression 

Khandelwal et al., 

2022 

Adaptive LSB 

Steganography 

AES Pixel Locator 

Sequence 

Khalifa & Guzman, 

2022 

DWT-SVD Threshold Value 

Encryption 

Image Scrambling 

Li et al., 2022 CNN-Based Deep 

Steganography 

Deep Learning Security Symmetry Adaptation 

Zhang et al., 2022 Coverless Image 

Steganography 

CNN Face Recognition Morphing Technique 

Nezami et al., 2022 Wavelet Transform 

Steganography 

Multi-Region Encryption Double Matrix 

Decomposition 

Hu et al., 2022 Hash-Based LSB 

Steganography 

Hash Function 

Encryption 

Secure Random 

Embedding 

 

4. Simulation Setup Parameters  

Table 3 below shows the simulation setup parameters used to tune the system to perform the 

experiments.  

Table 3: Simulation Setup Parameters 

Parameter Specification 

System Apple MacBook Pro (Apple Silicon- M1/M2/M3) 

Processor Apple M2 Pro Chip, 10-core CPU (6 Performance, 4 Efficiency) 

RAM 16 GB Unified Memory 

Operating System Mac OS Sonoma 14.0 

Programming 

Environment 

Python 3.11 (via Anaconda or Pyenv) 

Image Processing 

Tools 

OpenCV 4.9, scikit-image, PIL 

Medical Image 

Dataset 

CT, MRI scans (256X256, 512x512, 1024X1024, 2048X2048 and 4K 

grayscale DICOM Images) Visualization 

Tools 

Matplotlib, Seaborn, TensorBoard 

 

5.   Results and Discussions  
 

The investigation of image quality (before and after embedding) evaluates the confidentiality of the 

diverse mechanisms. The results section is divided into four parts as mentioned previously. Figure 3 

shows the original and the image obtained after the proposed mechanism by different researchers. These 

results can be used for comparisons to verify the visual quality and imperceptibility of secret data in the 

cover image. 
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Original Image Stego Images 1 (Nivedhitha et al., 

2012) 

Stego Images 2 (Gupta et al., 2012) 

   

Stego Images 3 (Nain et al., 2013) Stego Images 4 (Dhall et al., 2016) Stego Images 5 (Tayal et al., 2016) 

   

Stego Images 6 (Tayal et al., 2017) Stego Images 7 (Bansal et al., 2018) Stego Images 8 (Banharnsakun, 2018) 

   

Stego Images 9 (Elhoseny et al., 

2018) 

Stego Images 10 (Bal et al., 2021) Stego Images 11 (Jain et al., 2018) 
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Stego Images 12 (Rawat et al., 2018) Stego Images 13 (Tauhid et al., 

2019) 

Stego Images 14 (Jain et al., 2019) 

   

Stego Images 15 (Paul et al., 2020) Stego Images 16 (Dhall & Gupta, 

2021) 

Stego Images 17 (Islam et al., 2014) 

   

 

Figure 2: Perceptual Quality 

 

As the results show, it is not easy to differentiate between all the images. This means most of the 

implemented mechanisms provide excellent visual quality. Several mechanisms, like (Jain et al., 2019) 

and (Dhall & Gupta, 2021), indicate the presence of secret information in the cover image. The amount 

of information to be stored also impacts the image’s perceptibility. 

Figure 4, on the other hand, shows noise attack analysis by evaluating and comparing the respective 

values of diverse algorithms. 
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Figure 3: Results of Quantitative Security Analysis: (a) Number of pixels change between Original and 

Stego- Image; (b) Structural Similarity Index; (c) Peak Signal-to-Noise Ratio; (d) Intersection 

Coefficient; (e) Universal Image Quality Index; (f) Correlation Coefficient; (g) Entropy 

 

 

(a) (b)

(c) (d)

(e) (f)

(g)
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Figure 4: Robustness Analysis (a) BER for Speckle noise; (b) Correlation Coefficient for Speckle noise; 

(c) BER for Salt & Pepper; (d) Correlation Coefficient for Salt & Pepper; (e) BER for Poisson; (f) 

Correlation Coefficient for Poisson; (g) BER for Gaussian; (h) Correlation Coefficient for Gaussian 

 

Figure 4 shows the attack results. From the Figures, it can be observed that the impact of all the noises 

on the Melenli & Topkaya, 2020 and Mihalj et al., 2020 proposals is quite significant in comparison to 

others due to the employment of the most straightforward spatial domain steganography technique 

(LSB) and traditional encryption schemes. 

(a) (b)

(c) (d)

(e) (f)

(g) (h)
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Execution Time Analysis: Time restrictions are very prominent in many data communication and 

security applications, so prompt data is required for further action. That is why all the implemented 

mechanisms are compared based on execution time requirements.  

 

Figure 5: Execution Time (in seconds) 

 

Figure 5 shows the execution time results. Elowen, M. et al. (Elhoseny et al., 2018) and Tauhid, A. 

(Rawat et al., 2018) show high execution time due to the employment of multiple levels of encryption 

techniques. At the same time, Nivedhitha, R. takes the least time due to the employment of LSB and 

64-bit DES encryption. 

 

6. Conclusion   

This paper analyzes various multilevel security mechanisms in terms of Qualitative, Quantitative 

Robustness Analysis and Execution time. From all the above results obtained experimentally, the 

following inferences can be drawn:  

➢ The technique proposed by Paul  (Paul et al., 2020) is the best in terms of Quantitative analysis 

and execution time. Also, it is robust against various noise attacks  

➢ The technique proposed by Tauhid  (Tauhid et al., 2019) is the most fragile among all in terms 

of Quantitative parameters  

➢ The technique proposed by Nain (Nain et al., 2013) is not resistant to noise attacks  

➢ Since the execution time of technique proposed by Rawat (Rawat et al., 2018) is very high, it is 

not recommended for real-life usage. 
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